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Abstract: In today's digital age, the swift advancement of information and communication technology 
(ICT) has brought immense benefits to humanity, but it has also opened the door to various 
technological crimes, particularly cybercrime, which is becoming an increasingly significant issue in 
Bangladesh. This paper aspires to critically examine the nature and scope of cybercrime in Bangladesh, 
exploring its impact on individuals, businesses, and the economy as a whole. This study investigates the 
state of cybercrime in Bangladesh, its sector-wide impacts, and the effectiveness of existing legal 
government law in combating these crimes. a survey alongside semi-structured interviews and a variety 
of sources, including Scopus, Web of Science, DOAJ, Scimago, and Google Scholar databases. The study 
also utilized PRISMA based methodology to find out the research gaps in the context to increase deeper 
insights and understanding into technology-related crimes.  Cybercrime (hacking, phishing and credit 
Card Fraud, financial fraud etc) greatly affected economic growth, emerging trends, different sectors, 
banking, finance and legal frameworks which are emerging economies that have the mediation process 
of expanding factors in Bangladesh. Additionally, financially motivated attackers, politically motivated 
attackers and espionage motivated attackers are the main reasons for cybercrime. As Bangladesh rapidly 
adopts digital technologies, the study identifies the emerging factors, patterns, underlying logic, the role 
of law enforcement agencies and cybersecurity measures related to cybercrime. The implication will be 
presented in the increasingly alarming consequences of cybercrime and suggests strengthening existing 
global cyber laws to more effectively fight these crimes. 

Keywords: Cyber appellate tribunal, Cyber tribunal,  Cybercrime, Cybersecurity, Digital era, Emerging trends, Legal 
framework, Sectoral impact 

 
1. Introduction  

Bangladesh is experiencing a significant transformation across various sectors, including commerce, 
finance, and social communication, driven by the widespread adoption of the internet and smartphones 
(Gadallah et al., 2024). This surge in digital connectivity has fueled substantial economic growth and 
enhanced social interaction, positioning Bangladesh as a key player in the global digital arena (Lucila et 
al., 2024). However, alongside these opportunities, the country is also confronting a rising number of 
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cyber threats that pose risks to its economic stability, national security, and social fabric (Radanliev, 
2024). 

Cybercrime has become a significant threat in Bangladesh, manifesting in various forms such as 
identity theft, online fraud and harassment. These criminal activities not only target individuals but also 
put critical infrastructures like financial institutions, government agencies and telecommunication 
networks at risk (Meng & Li, 2023). Although legislation such as the Telecommunication Regulation 
Act of 2001, the ICT act 2006 and the Digital Security Act of 2018 has been enacted, the country’s cyber 
defenses remain insufficient, often lagging behind the increasingly sophisticated and evolving nature of 
cybercrime (Heffernan et al., 2020). 

Again, Heffernam et al. (2020) demonstrate that the economic impact of cybercrime in Bangladesh is 
alarming. A significant lack of consumer trust heavily affects those e-commerce sectors which is vital to 
the country’s digital economy. Research indicates that consumer hesitation to participate in online 
activities is often driven by fears of cybercrime and perceived deficiency in cybersecurity measures. 
Additionally, the shortage of cybersecurity expertise and resources within many businesses increases 
their susceptibility to attacks further undermining consumer confidence and economic progress.  

Venkatachary et al. (2024) suggest that tackling these challenges necessitates a comprehensive and 
multifaceted approach. This approach focuses on enhancing cybersecurity frameworks, bolstering 
technical resilience and rebuilding consumer thrust. Key steps include investing in cybersecurity 
infrastructure, establishing specialized teams like computer emergency Response Teams and 
implementing robust cyber defense strategies. Additionally, it is crucial to educate stakeholders about 
cybersecurity best practice and the importance of strong defenses mechanisms to create a secure digital 
environment (Joshi et al., 2023). 

Achaal et al. (2024) believe that This study aims to explore the diverse nature of cybercrime in 
Bangladesh, critically assessing the effectiveness of current regulatory frameworks and identifying gaps 
that hinder the country's efforts to achieve robust cybersecurity. By examining the socio-technical 
context and legislative responses (Achaal et al., 2024), the research seeks to enhance understanding of 
the challenges and potential solutions for bolstering national cyber resilience. Additionally, the study 
will investigate the relationship between cybersecurity, consumer trust and secure its digital future 
(Priom et al., 2024). This thorough analysis intends to contribute to the development of a strong 
cybersecurity framework that supports Bangladesh's digital transformation while safeguarding its 
economic and social interests (Heffernan et al., 2020). 

According to Prasetyo et al. (2024), Public, private, or nonprofit organizations did not specifically 
fund this research. One of the biggest problems in cybersecurity is protecting sensitive user information, 
like passwords and PIN codes. Billions of users unwittingly provide sensitive information on phony 
login pages every day. Cyberattack techniques that are frequently employed to entice users to 
compromised websites include phishing, captivating advertisements, click-jacking, malware, SQL 
injection, session hijacking, man-in-the-middle, denial of service, and cross-site scripting. 
 

2. Research Gap 
There are accuracy and latency issues with these techniques on cybercrime. Including all citizens in 

the fight against threats is a key component of a whole-of-state cybersecurity strategy (Prasetyo et al., 
2024). Notwithstanding, inadequate data regarding citizens' level of protection may impede agencies' 
capacity to comprehend the issue completely and offer practical recommendations for mitigating cyber 
threats. For science, information, and communication technology to advance, the telecommunications 
sector must expand. However, a lack of deregulation and open competition has left this industry 
underdeveloped (Ilushin & D, 2024). According to Shao (2022), As internet financial transactions are 
still relatively new, Bangladesh is not particularly concerned about the effects of cybercrime at this time. 
However, the prevalence of computer crimes could rise sharply if the government does not make the 
necessary investments in the infrastructure and technology to stop, identify, and prosecute these crimes 
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as online financial transactions become more widespread. These are risky and lucrative endeavors for 
cybercriminals. 
 

3. Research Objectives 
RO1: To investigate the current condition and consider its effect of cybercrime on various sectors in 

a developing economy like Bangladesh. 
RO2: To assess the prevalence of cybercrime in an emerging economy and evaluate the effectiveness 

of existing laws and regulations in addressing these crimes. 
 

4. Literature Review 
4.1. Cybercrime in Bangladesh 

Pal (2022) points out Cybercrime encompasses a variety of illegal activities where traditional crime 
is adapted to involve computers, either as the target or the means of the criminal activity. This term 
applies to any offense that involves electronic communication or information systems, including the use 
of devices, the Internet, or any combination of these. Cybercrime refers to a broad spectrum of criminal 
acts, ranging from hacking to denial-of-service attacks, where computers or networks serve as tools, 
targets, or environments for illegal activities. It also includes conventional crimes that are facilitated by 
the use of computers or networks (Gadallah et al., 2024). According to Ali (2019), Cybercrime refers to 
illegal activities conducted online or through computer networks. In recent years, the Internet has 
become an essential tool for connecting people globally, offering numerous benefits and opportunities 
through the widespread sharing of important information. However, the growing number of Internet 
users has also led to the serious issue of cyber-attacks. Kadeni (2023) shows that in Bangladesh, a 
district judge has highlighted several common forms of cybercrime in the country, such as sending 
harmful emails to VIPs and foreign diplomatic missions, distributing pornography, using email for 
illegal activities, spreading malicious and false information online, and facilitating prostitution through 
online platforms. Cybercrimes can take many different forms, such as denial-of-service assaults, virus 
attacks, online abuse like cyberbullying, email scams or phishing, and identity theft. Child pornography, 
the solicitation and production of child pornography, the propagation of hate speech or the 
encouragement of terrorism, grooming, copyright violations, and the selling of illicit goods are some 
more instances (Anzelone & Katz, 2024). Forgery, including the production of phony documents or 
certifications, deceptive advertising, ransomware attacks, spamming, botnets, and phony bank warnings 
or unwanted SMS messages asking private information like a Bank Verification Number (BVN), can also 
be included in cybercrimes (Rickards, 2023). 
 
4.2. Cybercrime and its Negative Effects in Bangladesh 

According to Petersen et al. (2023), Cybercrime has significant and wide-ranging impacts on 
society. For instance, activities such as online pornography and prostitution erode societal morals and 
increase the likelihood of a decline in ethical standards and norms. Additionally, cybercrime can harm a 
country’s socioeconomic well-being by lowering productivity levels. Moreover, countries with high 
rates of cybercrime often face distrust in online transactions (Choi et al., 2023). However, due to 
proactive management, approximately 42% of businesses initially affected by cybercrime have either 
recovered well or experienced an increase in revenue. Cybercrime is on the rise in Bangladesh due to 
several factors, including the country's growing unemployment rate and the increasing availability of 
affordable internet services (Kundu & Plambeck, 2024). More broadly, data shows that 39% of cyber 
fraud is caused by external factors, such as customers (26%), hackers (24%), and vendors or third parties 
(19%). Internal perpetrators account for another 39%, including middle management (34%), operational 
staff (31%), and senior management (26%). Additionally, 20% of cyber fraud cases involve collusion 
between external and internal actors. Vaishy and Gupta (2021) concern that as international relations 
and economic, financial, cultural, social, and governmental exchanges increasingly take place online, 
cybercriminals have begun targeting government agencies and private businesses as well. 
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4.3. The Internet Affects the Rate of Cybercrime in Bangladesh 
Chamakiotis et al. (2024) conducted a study that Technology has become indispensable in our daily 

lives, evolving into one of the most essential needs for everyone in today's world. It is now so deeply 
embedded in our routines that imagining life without it seems almost impossible. Technology influences 
nearly every aspect of our lives, including education, work, communication, reflection, and learning. 
According to a study conducted in Bangladesh (Spence & Clapton, 2018), males are more active on the 
internet (31.58%) compared to females (21.74%). This disparity could be due to men having a greater 
interest in exploring new technologies or unknown territories, or it may be that men are more attracted 
to potentially addictive activities like pornography, cybersex, and online gaming. Technological 
vulnerabilities can sometimes serve as entry points for cyberattacks. Security experts around the world 
have raised concerns about the insufficient protective measures in Internet of Things (IoT) devices, 
regardless of their type or connectivity method. Most consumers tend to prioritize IoT devices that are 
user-friendly and enhance their daily lives. The telecommunications sector within the network 
industries provides services such as voice and data transmission, internet access, and both fixed and 
mobile phone services (Bhuiyan et al., 2024). The network industries also encompass sectors like 
information technology, including software and hardware, as well as multimedia industries such as 
broadcasting, cable television, and companies involved in delivery services (Gökdemir, 2021). A study 
found that the majority of internet users in Bangladesh prefer social media platforms, with 35.2% 
spending more than three hours per day on these sites (Buettner et al., 2020). The internet serves a 
variety of purposes depending on user needs, including browsing, research, education, communication, 
and financial transactions. In today's world, engaging in illegal activities online has become increasingly 
lucrative and secure. Cybercrime, also known as e-crime or electronic crime, involves the use of 
computers and communication devices for criminal activities (Kikerpill, 2023). Van (2023) report that 
the incidence of e-crimes has surged significantly, impacting businesses, government agencies, society, 
and individuals at large. Researchers have proposed several theories to explain the motivations behind 
hacker and cybercriminal activities, suggesting factors such as financial gain, personal revenge, and the 
lack of stringent cybercrime laws and regulations. 
 
4.3. Cybercrime of Generation Z in Bangladesh 

Evans (2023) expresses that Generation Z transitions into adulthood, they are expected to bring 
about a significant shift in both social and economic aspects. The future colleagues of millennials will 
largely be from Generation Z. Despite sharing many superficial traits with millennials, Generation Z 
appears to differ markedly in their approach to privacy. While Generation Z often approaches 
cybersecurity responsibilities with less preparedness, millennials benefit from the collective skills and 
knowledge of Generation Z. Literature on Generation Z indicates that they seek a smooth entry into the 
professional world. Generation Z is recognized as one of the most sophisticated and intelligent cohorts 
to date (Molla et al., 2023). According to Chandra and Singh (2024), Many young people in this 
generation view self-employment as a desirable career path, valuing its potential for profitability and the 
autonomy it offers. Generation Z is also known for its willingness to take risks and succumb to peer 
pressure (Bhuiyan et al., 2024). Raised in the era of social media and the internet, they are among the 
most technologically adept generations. However, since some members of this generation are still in 
their early career stages and others have yet to enter the workforce, there is limited scholarly discussion 
about their professional characteristics. 
 
4.4. Bangladesh and Law Against Cybercrime  

Tadi (2023) conducted a study that there is a call to shift from "digital optimism" to "digital 
pragmatism," advocating for technologies to be "secured by design" as a strategy to combat cybercrime 
and enhance trust and adoption of new technologies. Recognizing the threat posed by cybercriminals, 
the Bangladeshi government has enacted legislation to address this issue in the context of the digital 
age and economy. The Digital Security Act, 2018 has been introduced to tackle the challenges 
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associated with cybercrime and digital security. This act is part of a broader regulatory framework 

concerning information technology (Kalėda, 2023). Cybersecurity involves safeguarding electronic 
devices, networks, systems, and related infrastructure from malicious data attacks and other threats 
(Mani, 2024). It is a crucial concern for all users of electronic devices, including businesses, 
governments, and individuals. Akter and Bhuiyan (2024) emphasizes that the primary objective of 
cybersecurity is to minimize the risk of harmful attacks on computers, software, and networks. This field 
employs various tools to detect intrusions, prevent infections, block unauthorized access, enforce 
authentication, enable encrypted communication, and perform many other protective functions. 
 

 
Figure 1. 
A systematic PRISMA based methodology. 

 
5. Methodology  

Researcher used previous studies to conduct this research where an explanation of each step in the 
PRISMA-based research methodology is discussed to present scenario for evaluating the impact of 
cybercrime in developing economies: Duckert and Barkhuus (2022) analyzes that this study used a 
qualitative research approach to gather in-depth information regarding the awareness of Bangladeshi 
population in Figure 1. Additionally, secondary data were collected through an extensive review of 
existing literature (Kluener et al., 2024). Utilizing books by renowned authors, credible journal articles, 
research reports, and articles from reputable media and websites can influence the pace of Bangladesh's 
adoption of cyber legislation by means of PRISMA based methodology (Kaium et al.,2019). The 
literature review encompassed both recent and historical studies sourced from databases such as Scopus, 
Web of Science, DOAJ, Scimago, and Google Scholar which is presented in Figure 1. 
The following steps are conducted to determine the systematic methodology. 
5.1. Identification of Studies 
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The first step involves identifying relevant studies, articles, reports, and other literature that 
discusses the impact of cybercrime on developing economies in Figure 1. This typically involves 
searching various databases and sources to gather as much relevant information as possible (Barnor & 
Patterson, 2020). 
 
5.2. Screening of Studies  

After identifying the studies, the next step is to screen them to remove duplicates and irrelevant 
studies. This step ensures that only those studies that meet the predefined criteria move forward in the 
process (Lizunov et al., 2021). 
 
5.3. Eligibility Assessment  

In this step, the remaining studies are further assessed based on their eligibility. This involves a 
detailed review of the content to ensure that the studies directly address the research questions or 
objectives. Studies that do not meet the eligibility criteria are excluded (Bhuiyan et al., 2024). 

 
5.4. Inclusion of Studies  

According to Barnor & Patterson (2020), the studies that pass the eligibility assessment are included 
in the final review in Figure 1. These are the studies that will be analyzed in detail to understand the 
impact of cybercrime on developing economies. 
 
5.5. Data Extraction  

In this step, data is systematically extracted from the included studies. The extracted data typically 
includes key information such as study characteristics, outcomes, and findings related to cybercrime's 
impact (Islam et al., 2024). 
 
5.6. Synthesis of Data  

The extracted data is then synthesized to provide a comprehensive overview of the research 
findings. This synthesis may involve combining data from multiple studies to identify patterns, trends, 
and common themes. 
 
5.7. Analysis of Results  

Saxena (2023) the synthesized data is analyzed to draw conclusions about the impact of cybercrime 
on developing economies. This step involves interpreting the data to understand the broader 
implications and significance of the findings in Figure 1. 
 
5.8. Reporting Findings  

The final step involves reporting the findings of the research. This typically includes writing a 
detailed report or paper that outlines the impact of cybercrime, the effectiveness of legal frameworks, 
the sectoral impacts, and emerging trends in the digital age in the Figure 1 (Jadhav, 2024). 
 
5.9. Legal Frameworks  

Widodo et al. (2024) within the reporting, specific attention is given to the analysis of existing legal 
frameworks in developing economies and their effectiveness in combating cybercrime. 
 
5.10. Sectoral Impacts  

The report also examines how different sectors, such as finance, healthcare, and government, are 
impacted by cybercrime (Levin, 2023). 
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5.11. Emerging Trends  
Finally, the report identifies and discusses emerging trends in cybercrime and digital security 

within developing economies (Meah, & Hossain, 2023). This can include new types of cyber threats, 
changes in cybercriminal behavior, and innovations in cybersecurity measures (Bhuiyan, 2024). This 
structured approach ensures that the research is thorough, systematic, and based on a comprehensive 
analysis of existing literature, providing valuable insights into the complex issue of cybercrime in 
developing economies (Ciuchi, 2022). 
 

 
Figure 2. 
Impact of cybercrime in emerging economy over the world. 

 

6. Discussion 
6.1. Impact of Cybercrime in Emerging Economy  

Leukfeldt and Kleemans (2019) display that cybercrime is characterized as computer-mediated 
activities deemed illegal or criminal by specific authorities, occurring within global economic networks. 
This concept indicates that cybercrime operates in a digital environment, where information about 
individuals, items, events, or facts is mathematically encoded and transmitted through local and global 
networks. According to Figure 2, cybercrime significantly impacts the economy by affecting economic 
development, driving emerging trends, influencing various sectors, and interacting with interconnected 
legal frameworks (Ukwuoma, 2021). These ideas are further expanded by considering the multiple 
sectors in emerging economies that are impacted by the cybercrime mediation process (Wall, 2017). 

Sectoral impact: Figure 2 presents that the sectoral impact is interconnected by the crucial sector of 
the world. Without these sectors, the emerging economy is in a deadlock that is directly engaged. As 
these sectors are necessary for an emerging economy (Cruz, 2023). 

Finance and Banking: Cybercrime poses a significant threat, encompassing a broad range of online 
criminal activities across various contexts. In the twenty-first century, financial institutions have been 
especially alarmed by the swift increase in cybercrime (Bhuiyan et al., 2024). Over the years, the impact 
of these attacks on financial institutions has been closely examined and compared (Oreku, 2021). 

E-commerce: Establishing consumer trust and upholding robust cybersecurity practices are 
essential for the sustained growth of e-commerce. The rise of e-commerce has significantly transformed 
the way business and customers interact (Adakawa, 2023). 
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Telecommunication: The telecommunications industry is a prime target for cybercriminals. This 
sector includes a diverse array of businesses, ranging from internet service providers to telephone, 
mobile, and satellite companies, among others. Its expansive reach enables cybercriminals to launch 
large-scale attacks affecting a broad spectrum of customers and organizations (Miftari et al., 2022). 

Healthcare: Cybercrime greatly impacts the healthcare sector, with the main challenges targeting 
key operators and users of technology. Beyond investing in IT infrastructure, it is crucial to enhance 
healthcare workers' awareness and encourage them to actively protect patient data. Education and 
training play a vital role in achieving this (Aldawood & Skinner, 2019). 

Legal framework: Current legal frameworks can manage threats at a national level, but regional 
digital dangers often fall outside the scope of broader cyber laws, leading to insufficient global responses 
to increasing cybercrimes. Moreover, achieving global consensus and agreement may complicate 
addressing cybersecurity as an international issue. These legal shortcomings stem from policy 
approaches that could potentially lead to innovative solutions for the complex nature of digital threats 
(Abthal & Tarik, 2024). 

National legislation: Cybercrime legislation offers a broad framework of rules and regulations. 
Among these, some are global in scope and address a wide array of dangerous online activities. This 
legislation includes provisions for the evolving nature of crime as technology advances and addresses 
acts of terrorism conducted through cybercrime, such as theft of financial assets from banks (Bhuiyan & 
Akter, 2024). 

International cooperation: Collaboration can result in the development of universally accepted rules 
and regulations for cyber activities, streamlining legal procedures and enhancing consistency in the 
global fight against cybercrime (Kabir et al., 2024). This standardization is essential for ensuring a 
coordinated international response and preventing hackers from taking advantage of legal differences 
between jurisdictions. 

Enforcement challenges: This study identified operational enforcement challenges, particularly 
resource constraints and issues with managing digital evidence (Bhuiyan et al., 2024). Our observations 
regarding legal ambiguity align with the recognized problems in implementing cybercrime laws and 
policies, highlighting the critical issue of unclear legislation that hinders the prosecution and 
adjudication of cyber offenses. 

Emerging trends: Examining Figure 2 reveals the importance of recognizing prevalent trends and 
strategies employed by hackers. By examining these tactics, researchers can gain insights into how 
cybercriminals evolve with technological advancements and exploit weakness in digital systems. 
Grasping these core patterns and methods is crucial for understanding the evolving nature of digital 
threats (Amin et al., 2024). 

AI and cyber security: Integrating AI technology into cybersecurity operations requires a careful 
equilibrium between automation and human oversight. This balance is essential for fully leveraging AI's 
capabilities while mitigating the risk of unintended consequences from automated systems. Effective 
collaboration between humans and machines ensures that AI tools support rather than replace the 
decision-making skills of cybersecurity experts (Koen, 2020). As depicted in Figure 2, human 
supervision is necessary to interpret and contextualize AI-generated alerts, which might otherwise lead 
to false positives or miss critical subtleties in cyber threats. 

Phishing social Engineering: Phishing continues to be a prevalent tactic used by cybercriminals to 
deceive individuals and organizations. These attacks often involve fraudulent emails, text messages or 
websites designed to trick victims into revealing personal details like login credentials or financial 
information (Poli et al., 2024). Phishing schemes are growing more advanced, employing social 
engineering methods to manipulate human behavior and bypass security measures. 

Ransomware Attacks: As illustrated in Figure 2, ransomware affects all types of businesses, but it is 
particularly effective against targets in the government, aviation, and aerospace sectors. These attacks 
are increasingly sophisticated and widespread, making it challenging to keep pace with the growing 
body of documentation on this malicious software. 
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 Cryptocurrency and dark web: At present, the dark web and cryptocurrency assets are significant 
sources of anonymous activity, with the Tor browser readily accessible for download online. This 
anonymity raises growing concerns among the public about safeguarding personal information and 
financial assets in the digital realm. However, law enforcement agencies work to mitigate the risks to 
global economic systems and address the humanitarian impacts associated with these hidden services. 
 

 
Figure 3. 
Example of cybercrime in Bangladesh perspective. 

 
One of the most infamous cybercrimes in Bangladesh was the 2016 Bangladesh Bank Heist, where 

hackers managed to steal $81 million from the central bank's account at the Federal Reserve Bank of 
New York (The Daily Star, 2016). The heist was carried out by sending fraudulent transfer requests via 
the SWIFT payment system. This incident highlighted significant vulnerabilities in financial systems 
and led to increased scrutiny and reforms in banking security measures by Figure 3 across the country. 

SIM swap fraud is a type of identity theft where criminals use social engineering techniques to 
convince mobile service providers to transfer a victim's phone number to a new SIM card. In 
Bangladesh, this type of fraud has been used to gain access to victims' bank accounts and other sensitive 
information (Siregar, 2020). This has led to financial losses and compromised personal information, 
prompting telecom companies to enhance their verification processes (Maria, 2024). 

Figure 3 demonstrates e-commerce which has grown in Bangladesh, so have online scams. 
Fraudulent websites and sellers exploit consumers by offering fake products or never delivering the 
purchased goods. Common scams include counterfeit goods, phishing sites that steal payment 
information, and fraudulent online stores. These scams undermine consumer confidence in online 
shopping and have resulted in financial losses for many individuals (Saha et al., 2024). 

Bangladesh has undergone a significant technological transformation. The adoption of information 
and communication technologies (ICT) has dramatically changed modern life, providing access to a wide 
range of advanced services, real-time communication, and nearly limitless information. However, as 
reliance on technology increases, so does the risk of its misuse, leading to greater vulnerability. This 
shift has also led to a concerning rise in the number and scale of cybercriminals, along with the 
widespread availability of malware and spyware online (Strader et al., 2024). 

Cybercrime encompasses a wide range of illegal activities where a computer is either the tool or the 
target of the crime. According to the Information Technology Act, it involves any unlawful actions 
carried out through or on computers, the internet, or other digital technologies (Alexandrou, 2021). 
Amin et al. (2024) focus on these crimes which not only cause significant disruption to society and 
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government but also allow perpetrators to conceal their identities. Technologically skilled criminals 
leverage the internet to commit various illegal acts. Broadly speaking, cybercrime can be defined as any 
illegal activity where a computer, the internet, or both are used as tools, targets, or in some cases, both. 
 

 
Figure 4. 
Cybercrime cases in Bangladesh. 

 
Figure 4 is found that Cybercrimes in Bangladesh currently include life-threatening emails sent to 

prominent individuals, hostile emails to foreign diplomatic missions, attempts to extort money through 
fake emails, and the introduction of pornographic content on well-known websites. According to Kirtz 
(2018), Hacking has become a major concern in the country, with an increasing number of young people 
being drawn to the thrill of hacking. This trend extends beyond just youth, as even mainstream media is 
involved in hacking activities and the disclosure of private information. 
 
6.2. General Characteristics of Cybercrime  
 
Table 1. 
The characteristics of cybercrime. 

Characteristics Description 
Hacking Illegally accessing another person’s or organization’s computer system 

constitutes hacking. This act places the victim in a vulnerable position, 
as it risks exposing all private data stored within the system. Hacking is 
a criminal offense, and those caught face significant legal consequences 
(Zhuk, 2024). 

E-mail bombing Collier (2020) said that e-mail bombing involves sending a large number 
of emails to a victim, which can overwhelm their email account and cause 
it to crash. This malicious act is intentionally carried out to harass or 
torment the target. 

Cyber-terrorism This refers to the intentional attacks by subnational groups or covert 
agents on data, computer systems, software, and information, resulting 
in harm to non-combatant targets. Cybercriminals often target financial 
data, transportation, and telecommunications systems. As a result, it is 
possible to achieve significant impact or victory without resorting to 
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Characteristics Description 
physical violence (Ramírez & Prada, 2024). 

Phishing and credit card 
fraud 

This method involves employing deceptive tactics to obtain private 
information from users of bank and financial institution accounts. If 
electronic transactions are not properly secured, hackers may access 
credit card details and use them fraudulently by posing as the legitimate 
cardholder (Zahra et al., 2023). 

Trojan attacks According to Her et al. (2021), Trojan Horse is a type of code fragment 
that remains hidden within a program and performs covert operations. It 
is commonly used to disguise a worm or virus and can appear as a 
security tool. For instance, a female film director in the US had a Trojan 
installed on her computer, which enabled the attackers to access her 
webcam and capture images of her in her underwear. The criminals then 
used these images to harass her. 

Software and intellectual 
Property theft 

This involves stealing genuine information while disseminating false 
information to obscure the truth. Often, "saved" patents need further 
work and research, making intellectual property a common target for 
theft. Cybercriminals frequently exploit the internet to steal copyrights, 
trademarks, computer service codes, and other forms of intellectual 
property. This practice is sometimes known as cyber-squatting (Bhuiyan 
& Akter, 2023). 

Financial fraud This category of crimes encompasses activities such as unauthorized 
withdrawals of credit card numbers, bank fraud, and fraudulent online 
purchases (Dewi et al., 2023). 

 
6.2. The Impact of Cyber Crime in Bangladesh 

Akter et al. (2023) alarms the study that in Bangladesh, the impact of cybercrime is unavoidable and 
significantly affects the victims and their families. Such incidents often deliver a severe blow not only to 
the individuals directly involved but also to their loved ones, frequently leaving them out of the support 
process. Often, people uncritically accept information encountered in online media. This lack of 
awareness, education, and vigilance leads to a flawed and inconsistent belief system among the public 
(Liu, 2023). As a result, when a photo of a young woman is posted online and is fueled by careless 
gossip, many internet users do not take the time to verify its authenticity or manipulation. Overall, 
cybercrime is evolving into a global issue that threatens the national security of any country, including 
Bangladesh. The problem is becoming increasingly alarming for Bangladesh, especially in the context of 
globalization (Bhuiyan et al., 2023). 

As stated by Bhukta (2020) in Figure 5, the complexity of Bangladesh's existing anti-cybercrime 
laws has enabled fraudsters to exploit various legal loopholes, contributing to the proliferation of 
cybercrime. With reduced opportunities for traditional crime and law enforcement's strong focus on 
enforcing the law, cybercriminals have increasingly turned to the internet as a new avenue for 
expanding their illegal activities. 
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Figure 5. 
Cybercrime top 20 countries. 

 
Table 2. 
Impact of cyber crime in Bangladesh. 

Concept Description Reference 
Cyber-crime and 
religion 

The internet has driven a global digital transformation. While religious 
groups have effectively utilized online platforms for raising religious 
awareness, criminals have similarly adopted these platforms as venues for 
their illicit activities. 

(Kim & Yong, 
2024) 

Economics and 
finance 

Although cyberattacks have resulted in billions of dollars in losses for the 
banking sector, the impact of a major cyberattack in Bangladesh continues to 
be significant. Common targets for cybercriminals include stock exchanges, 
banks, and international financial transactions. 

(Achaal et al., 
2023) 

Bangladeshi 
banks face cyber 
shadows 

Cyberattacks have effects that extend beyond mere financial loss. They can 
disrupt entire economies, erode client trust, and damage reputations within 
the financial services sector. For instance, the Bangladesh Bank halted its 
internal online services in response to a potential cyberattack, highlighting 
the potential for widespread disruption and concern. 

(Rahanaz et al., 
2023) 

Individuals Email-based harassment is not a new phenomenon; it is similar to sending 
unwanted letters. In Bangladesh, there is no established national computer 
infrastructure or security system, and no dedicated oversight body has been 
created to address this issue. 

(Bhardwaj, 202
3; Sen et al., 
2019) 

Cyberstalking involves monitoring an individual's online activities through 
various means, such as sending repeatedly offensive emails, posting 
threatening messages on the victim's frequently visited forums, joining the 
same chat rooms as the victim, and similar actions. 
Online pornography can manifest in various ways, including hosting websites 
that contain such prohibited content, creating pornographic material on 
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Concept Description Reference 
computers, and distributing or downloading this content through the 
Internet. 
Online fraud and scamming have become highly lucrative and are rapidly 
growing in today's digital age. These fraudulent activities can take many 
forms, including credit card fraud, deceptive contracts, and misleading job 
offers, among others. 

Individuals 
property 

Computer Vandalism: It refers to the deliberate destruction or damage of 
someone else's computer. This concept extends to any intentional physical 
harm inflicted on a computer, classifying it as vandalism. 

(Arieska & 
Mukti, 202) 

Web Jacking: The term "hijacking" originates from this concept. These 
offenses allow a hacker to gain access to and control over another person's 
website, potentially leading to the alteration or destruction of the site's data. 
Internet Time Thefts: These types of thefts generally lead to another person 
using the victim's internet browsing time. This is achieved by gaining access 
to the victim's login ID and password. 

Intellectual Property Crimes / Distribution of Pirated Software: Intellectual 
property consists of a set of rights granted to the owner. An offense occurs 
when illegal actions fully or partially deprive the owner of these rights. 

Organizations Unauthorized Control/ Access over Computer System: This practice is 
referred to as hacking. 

(Corbet., 2022) 

Financial Institutions are at risk: Hackers pose a significant threat to financial 
institutions in Bangladesh. Although these institutions have implemented 
various online services, such as online banking and stock exchange 
transactions, they have not been able to ensure the highest level of security. 
Reports indicate that cybercriminal networks have targeted the country's 
technological infrastructure through the internet. 

The government A specific form of crime within this category is cyberterrorism. The growth of 
the internet has revealed how individuals and organizations are using 
cyberspace to intimidate both domestic and international governments. When 
a person unlawfully accesses a military or government website, this activity 
constitutes terrorism. Reports indicate that the internet is increasingly being 
exploited by terrorist groups. 

(Sharma, 2022) 

 
According to Zhang et al. (2023), the study revealed that rumors are spread across seven areas on 

social media: entertainment, human rights, politics, health, education, and religion. Political rumors are 
particularly prevalent before and after elections. In contrast, the spread of false information related to 
religion has significantly increased in recent years. By 2020, religious rumors comprised 40% of the 
total rumors, up from just 5% in 2017. 
 

Table 3. 
Types of attacks. 

The most common types of attacks  Percent The most targeted of attacks Percent 
Phishing/Social Engineering 57% Education/Research sector 75% 
Compromised/Stolen devices 33% Cyberattacks on the healthcare 

sector  
71% 

Credential theft 30% ISP/MSP 67% 
Government / Military sector 47% Communications 51% 
Source:  Bhosale et al. (2021). 

 
 



2085 

 

 

Edelweiss Applied Science and Technology 
ISSN: 2576-8484  

Vol. 8, No. 4: 2072-2093, 2024 
DOI: 10.55214/25768484.v8i4.1583 
© 2024 by the authors; licensee Learning Gate 

 

6.3. Reasons of Cybercrime in Bangladesh 
Figure 6 presents that Cybercriminals now have easier access to sensitive information by exploiting 

vulnerabilities associated with our growing dependence on technology. Various cyber threats, including 
ransomware attacks and phishing emails, can severely undermine online privacy and security (Lanza et 
al., 2024). In accordance with Sharma (2022), these cybercrimes are caused by flaws or weaknesses in 
security systems. Some individuals do not prioritize security, neglecting to update their systems 
regularly. Cybercriminals can exploit these specific security gaps if operating systems or software are 
not consistently updated. Bangladesh experiences a range of cybercrimes that impact both individuals 
and society in Figure 6. There are numerous cases involving the theft of time and information online, 
vandalism of computer and network resources, intellectual property violations, forgeries, denial-of-
service attacks, and the distribution of pornographic files (Verma, 2021). 
 

 
Figure 6. 
Reasons of cyberattacks in Bangladesh. 

 
6.4. Cyber Laws in Bangladesh 

Saul and Heath (2021) display that cyberterrorism is a notable crime in this category. The growth of 
the internet has shown how individuals and organizations use cyberspace to intimidate both domestic 
and international governments. When someone illegally accesses a military or government website, it 
constitutes terrorism. Reports indicate that the internet is increasingly benefiting terrorist groups. 
Following Du (2023), the ICT Act, 2006 was enacted to foster the growth of information technology 
and support e-commerce. It includes provisions that could impose a penalty of up to ten years in prison, 
a fine of up to 10 million takas, or both. Recently, the Parliament updated the ICT Act 2006, instituting 
stricter penalties for cybercrimes.  

 
6.5. The Cyber Security Act, 2023 

The Digital Security Act has recently been enacted by Parliament as a replacement. It addresses 
some concerns raised about the previous law by reducing the maximum penalty for defamation and 
allowing bail for certain offenses (Bhuiyan et al., 2024). The Bangladeshi government is taking steps to 
combat the increasing threat of cybercrime (Lamé, 2019). However, there are still ongoing questions 
about the effectiveness and fairness of the country's cyber laws. 
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Table 4. 
Two types of cyber law. 

Name of Laws Description 
Information and 
communication 
technology act, 2006 

Section 3: Prohibits unauthorized access to data, devices, or computer 
systems. 

 Section 4: Forbids altering or damaging a device, data, or computer 
system. 

Section 5: Prohibits the use of computers for committing fraud or creating 
forgeries. 
Section 6: Prohibits the use of computers to distribute pornographic 
content. 
Section 7: Forbids sending emails for commercial purposes without the 
recipient's consent. 

The digital security 
act, 2018 

Section 21: It has been noted that this section is quite broad and unclear 
that could harm the reputation of individuals or the state. 
 Section 29: The use of computer systems to damage an individual's or 
organization's reputation is considered illegal. However, this provision has 
faced criticism for being vague and overly broad. 
Section 31: Grants police officers extensive authority to search and seize 
electronic devices without a warrant that has raised concerns about 
potential violations of privacy rights. 
 Section 57: This provision has been contested on the grounds that it 
interfere with upon due to process rights and is perceived as unjust. 

 
 
6.6. Cyber Tribunal 

Section 68 of the Information and Communication Technology Act, 2006 mandates the 
establishment of one or more cyber tribunals by the government to address complaints under the Act 
efficiently within Figure 7 and Figure 8. In line with Dumberry (2018), The government will determine 
the jurisdiction of these tribunals, which will exclusively handle cases related to this Act. A Sessions 
Judge or Additional Sessions Judge, appointed in consultation with the Supreme Court, will preside over 
these tribunals (Hossain et al., 2024). Recently, the government has set up cyber tribunals in each of the 
eight regions of the country to adjudicate cases related to cybercrimes, including those under the Digital 
Security Act. Samarkina (2023) suggests by Figure 7 and 8 that Cyber Tribunal will follow the 
procedures outlined in the Criminal Procedure Code and will possess the same powers as a Sessions 
Court within its original jurisdiction. The public prosecutor will represent the government in these 
cases. The tribunal is required to complete the trial within six months from the date the charges are 
framed, with the possibility of a three-month extension. Additionally, the trial may be postponed for up 
to 10 days, but the tribunal must deliver its verdict within this extended timeframe. 

From the perspective of Akter et al. (2023), the government plans to establish one or more online 
tribunals to handle complaints. Each appeal tribunal will consist of a chairman and two members 
appointed by the government. The chairman must be a sitting Supreme Court judge, a current judge 
eligible for Supreme Court appointment, or someone who qualifies for such a position. One of the two 
members must be a retired district judge or someone with legal experience, while the other must have 
extensive expertise in information and communication technology (Islam & Bhuiyan, 2022). The term of 
office for tribunal members will range from three to five years. Initially, the Cyber Appellate Tribunal 
will not have any authority. The Cyber Appellate Tribunal will review and decide on appeals from the 
orders and judgments of both the Cyber Tribunal and the Sessions Court only under appropriate 
circumstances. Kumar (2017) highlights that its decisions will be final, with the authority to modify, 
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amend, or overturn the original tribunal's rulings. The appellate tribunal will follow the appellate 
process of the Supreme Court's High Court Division (Rahman et al., 2024). 
 

 
Figure 7.  
The most low-risk countries for cyber threat. 

 

 
Figure 8.  
The most high-risk countries for cyber threats. 

 
 

7. Implication 
Sleem & A (2022) describe that Bangladesh’s cybersecurity environment is both complex and 

evolving, characterized by growing threats, regulatory challenges and technological advancements. 
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Comprehending this landscape is essential for strategies to enhance and protect digital infrastructures, 
ultimately leading to a more secure Bangladesh. This section explores the key factors influencing the 
country’s cybersecurity including the nature of threats, regulatory obstacles, technological process 
capacity building efforts, public awareness campaigns and technologies (Ebegba et al., 2022). 

The article highlights the significance of cybersecurity for individuals, businesses, and the nation. It 
specifically looks at how perceived usefulness is while also considering the moderating effect of cyber 
legal implications on these relationships. The results offer fresh perspectives and deepen our 
understanding of behavior in Bangladesh. (Zhang, 2024). 
 

8. Limitations and Future Research 
Allowing the limitations of this study is essential. Relying on self-reported data may introduce as 

individuals might not accurately remember or disclose their experiences and behaviors. Factors such as 
rapid population growth, urbanization, unemployment, income inequality, and economic systems all 
play a role in the increasing cybercrime in Bangladesh.  (Hillebrand & Hornuf, 2020).  

Wang and Li (2024) highlighted the importance of enhancing generalizability in research. 
Longitudinal studies could offer valuable insights into how public perceptions of internet privacy evolve 
over time. The existing gap increases the country's susceptibility to sophisticated cyberattacks. To 
address this issue, Bangladesh must develop a comprehensive workforce development plan, expand 
educational opportunities, and increase public awareness about cybersecurity. Implementing these 
measures would strengthen the nation’s cybersecurity infrastructure and secure its digital future. 
Additionally, cybercrime is a global challenge that often puts the efficacy of national laws designed to 
accuse criminals to the test. (Choi & Parti, 2022).  

According to Singh et al. (2023), the proliferation of IoT devices and the nationwide installation of 
5G will increase the surface area at risk of cyberattacks. It seems likely that ransomware, sophisticated 
financial crimes, and data breaches aimed at businesses will keep on increasing. An increasing number of 
additional issues are being reported in Bangladesh every day, involving ransomware, spam, identity 
theft, cyberbullying, and web-based attacks. These problems remain because people continue to be 
careless in following the aforementioned rules and methods, despite significant efforts already made by 
the Bangladeshi government. Issues that remain unresolved will decline as individuals learn to be 
mindful of their digital footprint. 
 

9. Conclusion  
Bangladesh's rapidly evolving digital landscape presents both opportunities and significant risks. 

Although the incidence of major cybercrimes has been relatively low so far, the increasing dependence 
on digital technologies in sectors like finance heightens the risk of such crimes (Zakaria, 2023). Fusi et 
al. (2023) argue that the country’s existing legislative and technological frameworks are inadequate to 
address the complex and ever-changing cyber threats emerging globally. This vulnerability is 
exacerbated by low public awareness and weak enforcement of current cyber laws. To address these 
challenges, Bangladesh must proactively enhance its cybersecurity infrastructure by strengthening 
international collaboration, investing in advanced cyber technologies, and increasing public awareness 
of cyber threats. Bangladesh needs to develop and implement comprehensive strategies to tackle future 
cyber threats. According to Zakaria (2023), this involves not only updating and enforcing cyber laws 
but also promoting ethical behavior and providing support to cybercrime victims. By adopting these 
measures, Bangladesh can better safeguard its digital future, mitigate the risks posed by cybercriminals, 
and ensure a secure and resilient online environment for all. 
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