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Abstract: The rapid development of technology in Industry 4.0 today has encouraged the integration of
Artificial Intelligence (AI), the Internet of Things (IoT), and big data in helping the operations of
various industrial sectors, especially in the start-up sector. This study aims to determine whether there
are factors such as Natural Language Processing, Al-driven data analysis, risk assessment, and
electronic whistleblowing systems that will affect the way the system detects fraud, and to determine
whether these factors cause several start-up companies to use the integration of AI, NLP, and E-WBS
to accelerate the fraud disclosure process. This study involved 118 employee respondents who worked
in start-up companies. The results of the respondent data were processed using SMART-PLS 4.0, which
involved the reliability and validity methods, discriminant analysis, r-squared adjusted, and outer
loading. The results of the study showed that Natural Language Processing, Al-driven data analysis,
risk assessment, and electronic whistleblowing systems did have a positive impact or increase the
accuracy of fraud disclosure in real-time, effectively, and efficiently. Early identification of fraud patterns
can prevent greater losses, and parties who are aware of fraudulent actions will report them and have
reporting channels that create a sense of security for the reporter.
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1. Introduction
1.1. Research Background

In recent periods, technology has developed very rapidly in everyday life and made industrial areas
change drastically. In industry 4.0, many business operations have combined the main functions of
Artificial Intelligence (AI), Internet of Things (IoT) and big data automation to create a more efficient
business operational environment [17]. This combination of functions opens many opportunities and
innovations, which are marked by the emergence of many startups (e.g. Gojek, Tokopedia, Ovo, Dana,
and Kredivo), especially in the financial sector that use financial technology (FinTech). FinTech
enhances business efficiency, reduces costs, and improves customer satisfaction by enabling faster digital
transactions (i.e., QRIS), benefiting SMEs in particular [27]. However, this also causes negative impacts,
such as the potential for fraud in the form of data falsification, account hijacking, phishing, and lack of
transparency in financial reports based on peer-to-peer lending which does not yet have clear
accounting standards [87]. This negative impact will certainly lead to asset misappropriation or
fraudulent financial reporting, which will harm many parties such as companies, investors, creditors,
customers, and regulators. Therefore, it is important for companies and regulators to implement
effective fraud detection systems to mitigate potential fraud from the start.

In the digital era, leveraging technology for fraud detection has become essential. Traditional
methods often lack the efficiency and accuracy that artificial intelligence (AI) can offer. Al techniques
can adapt to evolving fraud tactics and identity hidden patterns in real-time [47]. Al-driven data analysis
and Al-driven risk assessment enable organizations to detect anomalies and potential fraud more
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effectively. Natural Language Processing (NLP) enhances fraud detection by analyzing textual data,
identifying suspicious patterns in reports, and improving investigative processes [5]. Additionally, an
electronic whistle-blowing system (e-WBS) ensures a more secure and confidential reporting
mechanism, allowing whistleblowers to submit evidence—such as photos, videos, and audio
recordings—without compromising their anonymity. Despite these advancements, Al-based fraud
detection remains underutilized. Research has shown that integrating these technologies significantly
improves fraud detection accuracy and efliciency. Therefore, adopting Al-driven solutions and secure
digital reporting mechanisms is crucial for strengthening fraud detection systems.

While recent advancements in Al-driven fraud detection systems demonstrate significant potential,
several key limitations persist across current research. In Qatawneh [57] examination of NLP's
moderating role in Al-driven auditing systems fails to integrate whistle-blowing mechanisms with Al
detection capabilities and inadequately explores practical NLP implementation challenges in real-world
fraud scenarios. Yang, et al. [67] discusses the FinChain-BERT model that despite its novel architecture
and high accuracy, it faces scalability constraints due to substantial computational demands that could
hinder real-time detection applications, while its effectiveness remains unverified for non-financial fraud
contexts. Boulieris, et al. [7] addressed dataset scarcity through their public release, encountered
detection challenges from excessive data anonymization that restricted access to crucial financial
indicators, compounded by their reduced reliance on traditional features despite compensating with
NLP techniques. The limited number of studies specifically addressing the application of NLP in fraud
detection highlights the need for further research, motivating the development of a study focused on the
integration of NLP, Al-driven data analysis, Al-driven risk assessment, and whistle-blowing systems in
fraud detection.

Based on the limitations identified in previous research, the researcher plans to further explore what
factors will influence the system's way of detecting fraud from the integration of Artificial Intelligence
(AI) and Whistle-Blowing System. Researchers also want to examine further the reasons why several
company operations choose to use Artificial Intelligence and Natural Language Processing which are
then integrated using a Whistle-Blowing System to speed up the fraud disclosure process. In detecting
fraud, this research offers a new, more promising solution, namely by synergizing Al, NLP, and a
whistle-blowing system. This step is expected to produce a system that is sophisticated, and relevant to
the needs of the times. This research will provide contributions to several parties, such as practitioners
who can use it as a reference for developing a more sophisticated and effective fraud detection system
with the integration of AI, NLP, and Whistle Blowing System. This research can provide knowledge
about how Al can be used effectively and efficiently to detect fraud for start-ups and companies that
want to improve their internal monitoring systems. Apart from that, for the academic community it is to
enrich the literature in the field of forensic accounting and fraud examination regarding new
perspectives in the integration of artificial intelligence, natural language processing, and electronic
whistle blowing systems in disclosing fraud.

1.2. Research Question
Based on the background of the research, the research questions that the researcher will test in this
study are as follows:
1) Does Natural Language Processing (NLP) affect fraud detection?
) Does Al-driven data analysis affect fraud detection?
) Does Al-driven risk assessment affect fraud detection?
) Does the electronic whistle-blowing system affect fraud detection?

R

2. Literature Review and Hypothesis Development
2.1. Artificial Intelligence and Natural Language Processing

Artificial Intelligence (AI) is the simulation of human intelligence in machines, enabling them to
perform tasks that typically require human cognitive abilities [87]. Al systems use machine learning
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algorithms to develop cognitive abilities and perform tasks autonomously or semi-autonomously. As Al
advances, it is improving efficiency and accuracy in complex tasks. This technology continues to evolve,
promising significant impacts across various domains. Al encompasses various technologies, including
machine learning, natural language processing, computer vision, and robotics [97]. NLP aims to bridge
the gap between human communication and computer comprehension by developing models and
algorithms capable of analyzing and interpreting natural language data. Key techniques in NLP include
tokenization, part-of-speech tagging, named entity recognition, sentiment analysis, machine translation,
and text classification [107]. NLP has applications in various fields, such as computational linguistics,
email spam detection, information extraction, summarization, and question answering [117]. Recent
advancements in deep learning, particularly neural networks like CNNs and RNNs, have significantly
improved NLP system performance. The field has evolved rapidly due to the availability of large
datasets, increased computing power, and sophisticated machine learning models.

Al-driven risk assessment and data analytics have revolutionized fraud detection in various
industries, particularly in finance. These technologies leverage machine learning algorithms and
advanced analytics to process vast amounts of data rapidly, identifying patterns and anomalies that may
indicate fraudulent activities. Unlike traditional methods relying on historical data and static models,
Al-driven approaches offer real-time insights and continuously learn from latest information, providing
dynamic and precise risk evaluations [127. This capability enables financial institutions to enhance their
fraud detection accuracy, optimize decision-making processes, and adopt a more proactive approach to
risk management.

Al's ability to analyze large datasets comprehensively surpasses human limitations, allowing for
more efficient resource allocation by focusing on high-risk areas. However, challenges related to data
quality, availability, privacy, and ethical considerations persist, necessitating robust governance
frameworks for Al implementation in fraud detection. Despite these challenges, Al-driven risk
assessment and data analytics significantly improve operational efficiency and decision-making in fraud
detection, with potential applications across various sectors including finance, healthcare, and
manufacturing [1387.

2.2. Electronic Whistle Blowing System

Whistle Blowing System (WBS) is a system used by company operations to mitigate fraud, by
receiving anonymous complaints of suspicion by employees, vendors, customers, investors, and other
stakeholders. Scherbarth and Behringer [147] indicates that the whistleblowing system is one of the
company's internal instruments that is highly recommended by academics and practitioners to prevent
and detect compliance violations committed by company personnel. However, in today's sophisticated
digital world, company operations need to implement a digital-based whistleblowing system, which can
reduce anonymity and the risk of data leakage. Therefore, many companies have implemented a digital-
based whistleblowing system, such as using websites, chatbots, blockchain, and artificial intelligence, or
what we now know as the Electronic Whistle Blowing System (EWBS).

EWBS or commonly known as Electronic Whistle Blowing System, is a digital version of the
whistleblowing system, which uses the help of sophisticated technology today to report suspected
potential fraud through a special platform. Berendt and Schiffner [157 indicates that in today's digital
era, reporting using a whistleblowing system experiences many risks and challenges, such as the
limitations of anonymity that can be provided by the system, and the possibility of consequences from
outsourcing used to reveal fraud to the public. Many company operations also move from the
conventional whistleblowing system to the electronic whistleblowing system, because EWBS can
respond faster or in real-time than WBS. In addition, EWBS uses encryption, or data is converted into a
code that cannot be read by the public without a description key that explains it, so that the security and
confidentiality of the reporter are more guaranteed. Fraud reporters only need to upload evidence in the
torm of photos, voice recordings, or videos which will later be able to immediately detect the fraud
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pattern using big data or Al. Cloud-based data storage in EWBS makes the storage costs incurred by
several companies cheaper, making it attractive in the eyes of company stakeholders.

Many company operations use artificial intelligence alone to detect fraud by monitoring user
patterns and profiles but can only reduce fraud by 40% [167]. This shows that by only using Al,
company operations will not be able to understand someone's motives for carrying out a transaction or
action, because Al only works based on existing patterns and historical data. Therefore, AI must be
combined with EWBS to improve the accuracy of fraud detection and eftectively reduce the occurrence
of fraud cases by a larger percentage. The use of Al in collaboration with EWBS can increase fraud
accuracy, because it will capture fraud reports in real-time which will later be aligned with
predetermined acceptance criteria, and this has succeeded in overcoming 90% of reports within 48 hours
[17]. Artificial Intelligence will identify reports sent anonymously via EWBS by matching them to
similar incidents that have occurred before, so that the response given will be faster, increase accuracy,
increase protection from the reporter, and make operational performance more efficient.

2.8. Natural Language Processing and Fraud Detection

Natural Language Processing (NLP) has emerged as a significant tool in fraud detection,
particularly within the financial and insurance sectors. Qatawneh [57] indicates that NLP, when
integrated with Al and machine learning, can enhance fraud detection accuracy and efficiency. This is
reinforced by research by Hermawan and Novita [187 stating that NLP's ability to analyze textual data
enables the identification of linguistic patterns associated with fraudulent behavior, improving the
detection of deceptive practices in various contexts, including news media. In insurance, NLP facilitates
the automated analysis of written claims, identifying keywords and phrases indicative of potential fraud
[197. The integration of NLP with other advanced technologies has shown promising results, including
a 30% increase in fraud detection accuracy and a 40% improvement in compliance documentation
processing efficiency [197. These advancements suggest that NLP plays a crucial role in modernizing
fraud detection strategies across multiple industries. Based on this explanation, we formulate the first
hypothesis as follows:

H.: Natural Language Processing Significantly Affects F'raud Detection

2.4. AI-Driven Data Analysis and Fraud Detection

Artificial Intelligence (Al) is revolutionizing financial fraud detection by offering more accurate,
scalable, and adaptive systems compared to traditional methods [207. Some parties assume that the use
of Artificial Intelligence (AI) will reduce the detection of fraud that does not actually exist, because there
are adjustments to the algorithm that can reduce errors. Artificial intelligence can process large
amounts of data on a fast time scale, allowing for real-time handling, which creates more accurate and
timely information [217]. Several other studies also say that [227. Artificial Intelligence can increase the
accuracy of fraud detection and reduce false positives or false negatives in the financial industry.
And so, we formulate the second hypothesis as follows:

H.: AI-Driven Data Analysis Significantly Affects Fraud Detection

2.5. AI-Driven Risk Assessment and Fraud Detection

Al-driven risk assessment models significantly improve real-time fraud detection and adaptability to
evolving fraud patterns, with one study reporting a 98.7% detection accuracy and the ability to process
over 5 million transactions per second [237]. These technologies enable financial institutions to process
vast amounts of data rapidly, identifying patterns and anomalies that might be missed by human
analysts. Al-driven approaches offer dynamic and precise risk evaluations, continuously updating and
learning from added information, which is particularly beneficial in credit scoring and default prediction
as stated by Ikudabo and Kumar [247]. In auditing, Al enhances strategic planning by providing real-
time insights and allowing auditors to focus on high-risk areas [127]. Based on this explanation, we
tormulate the third hypothesis as follows:
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H;. AI-Driven Risk Assessment Significantly Affects F'raud Detection.

2.6. Electronic Whistle Blowing System and F'raud Detection

Criminal acts involving fraud cases have not yet decreased in various countries, and in fact are still
increasing with various new modes used by the perpetrators [257. In this era of digital technology,
company operations must implement a sophisticated, effective, and efficient electronic violation
reporting system to spread fraud cases. Nwakeze, et al. [267] shows that 30% of companies throughout
the world experience fraud because of their own employees or company management. Researchers also
indicated that electronic violation reporting systems are important in detecting and spreading fraud and
preventing violations of the law. Apart from that, the use of an electronic whistleblowing system as a
system that will detect fraud is believed to be a system that can help auditors to carry out investigative
audit activities, because the incoming report will be the first step to prevent violations [257. So, to find
out more about whether the use of EWBS an effective way is to detect fraud, we formulated the fourth
hypothesis:

H. Electronic Whistle Blowing System Significantly Affect Fraud Detection.

3. Method, Data, and Analysis
3.1. Research Method

Quantitative method is the main method that will be used in the research with the utilization of
primary data. The population that will be used in this research is an unknown population that will be
tocused on employees working in start-up companies. The research uses unknown population because of
the high level of workforce fluctuation, where every day there must be new employees who join, resign,
have completed their contracts, and are transferred to branch offices. This is the main factor that made
researchers decide to use the method from [277]. Hair suggests that in an unknown population, the
sample size used should be at least 5-10 times the variables in each indicator.

The researcher will use the convenience sampling method as the sampling method in the study
because this method makes it easier to achieve a higher level of participation, speeds up the data
collection process, and the data obtained using the convenience sampling method can be analyzed more
deeply easily. The researcher will use Google Form to conduct an online survey. The survey will use a
Likert scale of 1-5, where 1 is strongly disagrees, and 5 is strongly agrees. Data analysis in the study
will be carried out using Structural Equation Modeling Partial Least Square (SEM-PLS). The
researcher decided to use SEM PLS, because it is able to test models with many variables and indicators
in the study, is very relevant for many types of research, the output of SEM-PLS is simpler than other
methods, so it will be easier to interpret, and can be used on independent variables that have a high level
of correlation [277]. Dataset of this paper is available at https://zenodo.org/records/ 15468997

3.2. Operation of Variable

To ensure the variables in this study are clearly defined and quantitatively measurable, we
operationalize them based on predetermined standards. Table 1 presents the operationalization of
variables to facilitate a structured quantitative assessment.
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Table 1.
Operation of Variable.
Variable Indicator Reference
Natural Language 1. NLP algorithms effectively extract relevant features from | Shah [21]
Processing (NLP) unstructured text data in fraud detection cases.
2. NLP models improve the system’s ability to classify fraudulent
patterns in textual data.
3. NLP systems demonstrate high accuracy in detecting inconsistencies
in reported cases based on textual analysis.
Al-Driven Data Analysis 1. The system integrates large datasets from diverse sources to identify | Mrida, et al
(ADA) fraud patterns. [13]

Al-driven algorithms continuously analyze data in real time to detect
anomalies indicative of fraudulent activities.

3. The Al system can predict potential fraud incidents based on
historical and real-time data patterns.
Al-Driven Risk 1. The AI model assesses potential risks by evaluating financial | Kalluri [23]
Assessment (ARA) transactions and behaviors indicating fraud.
2. Employees believe that the Al system can accurately assess the level of
risk in each fraud case based on historical data and trends.
3. The AI risk assessment system provides real-time risk scores to
prioritize fraud investigations.
Electronic Whistleblowing 1. Effectiveness of the whistleblowing system Handoko, et al.
System (EWS) 2. How to report fraud [28]
3. Whistleblowing system benefits
Fraud Detection (FD) 1. The AI system demonstrates a high accuracy rate in identifying | Adhikari, et al.
fraudulent transactions in financial systems. [20]
2. The system’s fraud detection capabilities are assessed based on its
ability to minimize false positives and negatives.
3. The system’s fraud detection performance improves with continuous

learning and feedback from human investigators.

4. Result and Discussion
4.1. Identity of Respondents

From the questionnaire distributed on social media, we have obtained 113 answers from
respondents (see Table 2). Based on table 2, it can be concluded that most of the respondents from the
researcher's study were men who worked as I'T Security or Cybersecurity with an age range of 21-30
years old.

Table 2.

Identity of Respondents.

Gender Amount Age Amount Position Amount

Male 68 21-30 years 52 Founder/Co-Founder 13

Female 45 31-40 years 18 CEO/C-Level Executive 14
41-50 years 19 Head of Department 16
51-60 years 20 Data Analyst 23
>61 years 4 IT Security/Cybersecurity 25

Fraud Analyst 14

Operation Intern

Software Engineer

Marketing

Finance Officer

Developer

Mandarin Teacher

Staff

[ U (U U U Y U

Business Development
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4.2. Outer Model Test

The outer model test or commonly known as outer loading using SMART-PLS is carried out with
the aim of finding out how well the research indicators represent latent variables. Latent variable is a
variable that cannot be measured directly, but can be measured with the help of other
variables/indicators [297]

According to Ghozali (307 in using SMART-PLS, the value that reflects that the indicators in the
study are highly correlated is ideally 0.70 or higher indicating that the indicators represent the latent
variables strongly, 0.50-0.70 indicating that the representation of the latent variables is still acceptable,
and below 0.50 indicates a weak representation [317]. Therefore, the researcher has removed several
indicators (FD3 and FD8) that do not meet the requirements and ensured that all indicators in this
study are considered to represent the existing latent variables (refer to table 3).

Table 3.
Outer Model Test.
Indicator Outer Indicator Outer Indicator Outer Indicator Outer Indicator Outer
Loading Loading Loading Loading Loading
ADA.1 0.751 ARA.1 0.667 EWS.1 0.746 FD.1 0.545 NLP.1 0.771
ADA.2 0.691 ARA.2 0.774 EWS.2 0.783 FD.2 0.796 NLP.2 0.764
ADA.3 0.734 ARA.3 0.838 EWS.s 0.656 FD.4 0.635 NLP.3 0.734
ADA 4 0.830 ARA 4 0.790 EWS.4 0.778 FD.5 0.714 NLP.4 0.744
ADA.5 0.778 ARA.5 0.828 EWS.5 0.753 FD.6 0.730 NLP.5 0.770
ADA.6 0.747 ARA.6 0.787 EWS.6 0.654 FD.7 0.808 NLP.6 0.757
ADA.7 0.762 ARA.7 0.808 EWS.7 0.779 FD.9 0.834 NLP.7 0.755
ADA.S 0.797 ARA.S 0.772 EWS.s 0.789 NLP.8 0.782
ADA.9 0.722 ARA.9 0.781 EWS.9 0.707 NLP.9 0.738
NLP.1 0.742

4.3. Convergent Validity

Convergent validity is used to ensure that the variables measured by several existing indicators are
correlated with each other and can increase accuracy in research [327. It is said that indicators are
highly correlated in convergent validity if the AVE and Rho_C values meet the minimum values >0.50-
>0.70. In this study, the indicators used by researchers have reached values >0.80->0.90 which indicates
that the existing indicators have represented the research model very well (refer to table 4).

Table 4.

Convergent Validity.

Variable Composite Reliability (Rho-C) Average Variance Extracted
ARA 0.935 0.615

ADA 0.931 0.574

NLP 0.930 0.571

EWS 0.915 0.547

FD 0.887 0.532

4.4. Discriminant Validity

Discriminant validity assesses the ability of measurement instruments and theoretical concepts to
differentiate between attributes that should not be measured together. It involves comparing
correlations between measures after accounting for measurement error [337]. This study presents the
discriminant validity through the Heterotrait-Monotrait Ratio (HTMT) in Table 5.

HTMT can detect potential indiscrimination among latent variables that may be missed by other
methods [337. If the HTMT value is below the recommended HTMT threshold of 0.85, then the
discriminant validity is achieved [827].

Table 5 indicates that the variabless HTMT are below the 0.85 threshold. This demonstrates that
the model has successfully passed the discriminant validity test.
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Table 5.

Heterotrait-Monotrait Ratio.

Variable Al-Driven Data | Al-Driven Risk Electronic Fraud Natural
Analysis Assessment ‘Whistleblowing | Detection | Language

System Processing

Al-Driven Data Analysis

Al-Driven Risk Assessment 0.279

Electronic Whistleblowing System 0.121 0.157

Fraud Detection 0.577 0.492 0.417

Natural Language Processing 0.148 0.138 0.161 0.574

4.5. Hypothests Testing

It is a fundamental statistical method used to draw conclusions about population parameters based
on sample data. This process involves comparing the computed t-value with the critical t-value from a
table. The alternative hypothesis is accepted if the computed t-value exceeds 1.96 and the p-value is less
than 0.05 [167. The original samples refer to the initial data set collected from the population. The
hypothesis testing results for this study are presented in Table 6.

To arrive at the hypothesis testing, the researchers have used SMART PLS to calculate the data, as
shown in Figure 1. The data in Table 7 reveal that all hypotheses significantly impact fraud detection.
The P-values—7.593, 8.883, 7.025, and 10.045—are all greater than 1.96, and the p-values for each
variable are below 0.05. This indicates that natural language processing, Al-driven data analysis, Al-
driven risk assessment, and electronic whistleblowing system all have a significant effect on fraud
detection. As a result, hypotheses H1, H2, H3, and H4 can be accepted. Additionally, the coefficient of
determination shown in Table 7 reveals that the adjusted R-squared value is 75.1%, indicating that the
model has a high explanatory power, with an R? above 50% [347].

ARAS ARA6 ARA7 ARA8 ARA9

ARAT ARA2 ARA3 ARA4
B! ‘\‘\\ \ ? / /v/v
0.771 0790 0828 0787 (gp

NLP.10 0.667_0.774_0.838 8 0.772_0.781
0.742
NLP.2 <—0.764
0734

NLP.3 0.744
s
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0770 0.545
NLP4 /6_75'7 0796
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NLE:S 0782 Ews1 063s—> D
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¥ 0.783 ’ -
NLP.8 S
J EWS.4 ‘\0.656 0373
0773
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Figure 1.
Path Coefficient.
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Table 6.

Hypothesis Testing.

Variable Original T P Values
Sample Statistics

H1: Natural Language Processing Significantly Affects Fraud Detection 0.373 7.598 0.000

H2: Al-Driven Data Analysis Significantly Affects Fraud Detection 0.415 8.883 0.000

H3: Al-Driven Risk Assessment Significantly Affects Fraud Detection 0.389 7.025 0.000

H4: Electronic Whistle Blowing System Significantly Affect Fraud Detection 0.442 10.045 0.000

R-Square/R-Square Adjusted 0.760/0.751

5. Conclusion and Suggestion

Based on the results of data processing obtained in chapter 4, researchers can conclude that the
integration of NLP, AI-Driven Data Analysis, Risk Assessment, and Electronic Whistle-Blowing
System will affect the results of fraud detection. All existing indicators, namely Natural Language
Processing, AlI-Risk Assessment, Al-Driven Data Analysis, Electronic Whistle Blowing Systems and
Fraud Detection have a fairly strong correlation with each other, so that integration will produce a
more sophisticated, effective, and efficient system, and in accordance with the needs of the current era of
technology. NLP has been proven to increase accuracy in identifying fraud patterns in information, Al-
Driven Data Analysis can help process data that contains indications of fraud in large volumes in real-
time, and risk assessments have been proven to increase more accurate predictions for historical and
current data, and E-WBS which can be a more efficient and secure reporting channel for reporters.

This research primarily focuses on fraud detection within startup companies, oftering insights and
strategies that can be directly applied to this sector. However, the findings and methodologies discussed
are not limited to startups alone. The frameworks and conclusions presented in this study are also
relevant to other industries, as fraud detection remains a critical concern across various business
environments. Hence, it can serve as a valuable reference for organizations in diverse sectors seeking to
strengthen their fraud detection mechanisms.

Although this research provides empirical evidence that natural language processing, Al-driven
data analysis, Al-driven risk assessment, and electronic whistleblowing system significantly impact
fraud detection, there remains potential to explore additional factors which make up the 24.9% that
could further detect fraud, which could be explored. Furthermore, this study could serve as a foundation
for future research with a larger sample size to offer a more accurate representation of fraud detection.
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